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Module 01: Computer Forensics in Today’s

World

1. Introduction to Computer Forensics

Definition: Computer forensics is the application of investigative and
analytical techniques to gather, preserve, and analyze digital evidence that
can be used in court. It involves not only identifying evidence but ensuring
its integrity and validity throughout the investigation process.

Example: In a case where a hacker gains unauthorized access to a
company’s network and deletes sensitive data, forensics would be used to
determine how the attack occurred, which systems were affected, and how
the attacker deleted the data.

2. Importance of Forensics:

In today’s digital world, almost all crimes leave a digital trace. This could
range from email records, server logs, or activity on social media. A well-
conducted forensic investigation can reveal the perpetrator, their actions,
and how the crime occurred.

Example: In a financial fraud case, investigators may need to retrieve
deleted bank transaction logs to prove that an employee siphoned off funds
from an account.

3. Types of Cybercrimes

Hacking: Cybercriminals gain unauthorized access to systems to steal data
or cause damage. Hacking can be for personal gain or as part of a larger
criminal enterprise.

Example: A hacker may break into a company’s customer database,
exfiltrate sensitive information like credit card details, and sell them on the
dark web.

Phishing: This is when attackers impersonate legitimate entities, such as
banks, to trick individuals into providing sensitive information like
usernames, passwords, or credit card numbers.

Example: A phishing email from a "bank" asks users to verify their account
information, leading to the theft of personal data.
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o Denial of Service (DoS) Attacks: Attackers overwhelm a target's server
with traffic, rendering it unusable. Distributed Denial of Service (DDoS) uses
multiple systems to generate massive traffic, causing downtime.

o Example: A hacker might launch a DDoS attack against an online store,
shutting it down during a busy sales event, costing the business revenue.

o Malware Attacks: Malicious software is used to infect systems and steal
data, disrupt services, or gain control over systems.

e Example: Aransomware attack encrypts files on a company’s network,
demanding a ransom for the decryption key.

4. Digital Evidence
o Types of Digital Evidence:

o Emails: Can reveal communication between suspects and other
parties involved in the crime.

o Files: Deleted files can often be recovered and may contain
evidence of illegal activity.

o Logs: System logs show user activity, access times, and potentially
suspicious behavior.

o Browsing History: Can help investigators trace online activity.

o Example: An investigator can use a web browser's history to
determine whether a suspect visited illegal websites related to child
exploitation.

e Sources of Evidence:

o Computers: Desktops and laptops store vast amounts of evidence
including documents, emails, and application data.

o Smartphones: These contain call logs, messages, photos, and app
data that may be crucial to an investigation.

o Servers: Web and database servers store records of client
interactions and data transfers.

o Cloud Storage: Data stored remotely, often with limited physical
access, yet can hold critical evidence.

e Chain of Custody: The chain of custody ensures that the evidence has
been properly collected, preserved, and handled in such a way that it
maintains its integrity. The documentation of every individual who handled
the evidence is crucial to ensuring it remains admissible in court.



Example: If an investigator removes a hard drive from a suspect's machine,
the chain of custody would document who touched the drive, when, and
why, to ensure the evidence wasn’t tampered with.

5. Forensic Readiness

Forensic Readiness refers to an organization’s preparedness to collect and
handle evidence efficiently when a cybercrime or security incident occurs.
Being ready means that organizations have set protocols in place to collect,
preserve, and protect digital evidence as soon as an incident occurs.

Example: A company may maintain a ready-to-deploy forensic team,
encryption tools for safe data transport, and protocols for preserving
evidence without compromising its integrity.

6. Investigation Phases

First Response: The first responder plays a critical role. These initial
actions may include isolating affected systems, documenting the scene,
and preserving volatile evidence (e.g., RAM, running processes) before it’s
lost.

Example: Afirst responder could isolate a compromised machine from a
network, preserving evidence such as active malware or files being
exfiltrated in real-time.

Investigation Phase: This is when the bulk of the forensic work happens.
Tools are used to gather data from systems, disks, logs, and more. Analysts
search for signs of the crime and trace its origins.

Example: Using forensic software like FTK Imager, an investigator might
create a bit-by-bit image of a suspect’s hard drive to examine later without
altering the original data.

Post-Investigation Phase: After data is collected and analyzed, it’s time to
prepare a report, which may include recommendations for remediation and
steps for preventing future attacks. If needed, investigators may also testify
in court.

Example: After analyzing the network logs, investigators create a report
detailing how the attack occurred, the methods used by the attacker, and
the extent of the damage.

Module Tips

1. Understand the Importance of Digital Evidence



o Tip: Always remember that digital evidence is volatile. It’s essential to
handle it carefully to preserve its integrity. As soon as digital evidence is
accessed or altered, its value may be compromised.

e Example: If you are analyzing a compromised server, ensure it is isolated
from the network to prevent further data manipulation.

2. Legal Considerations

o Tip: Never forget the legal implications of your work. Always be aware of the
chain of custody and ensure that you document every action taken on the
evidence.

e Example: In alegal case, if you fail to follow proper evidence handling
procedures, your findings could be inadmissible in court.

3. Tools of the Trade

o Tip: Get comfortable with the core tools used in forensic investigations,
such as FTK Imager, Autopsy, or EnCase. Familiarize yourself with their
features and capabilities.

e Example: Practice creating disk images using FTK Imager so you can
efficiently recover data from compromised systems.

4. The Role of a Forensic Investigator

o Tip: Aforensic investigator needs to maintain objectivity and
professionalism. Avoid jumping to conclusions about the nature of the
crime or the perpetrator before the evidence supports it.

o Example: If you discover a malicious file on a device, don’t assume it's the
source of the attack until you confirm its origin through thorough analysis.

5. Preserving Evidence

o Tip: Always create a forensic image of the device before analyzing it. Never
work on the original data directly, as it might alter the evidence.

o Example: When investigating a hard drive, use write blockers to prevent
accidental modification of the data.
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Module 02: Computer Forensics
Investigation Process

1. Forensic Investigation Overview

o Definition: A forensic investigation seeks to uncover how a crime occurred,
who committed it, and what evidence is available to prove or disprove a
hypothesis.

o Example: In a bank fraud case, forensic investigators might retrieve
transaction logs, analyze database entries, and reconstruct deleted records
to figure out how the fraud was carried out.

Importance of the Forensic Process:

e Inanycriminal case involving computers or networks, forensic investigation
is crucial because it ensures the evidence is collected properly and can
stand up in court.

o Example: If evidence isn’t collected according to the correct procedure, it
might be ruled inadmissible, leading to a failed prosecution of the criminal.

2. Phases of Forensic Investigation
e Pre-Investigation Phase:

o Incident Identification: Understanding that a breach or crime has
occurred and recognizing its scope.

o Preliminary Data Collection: Collecting initial evidence such as
logs, metadata, or snapshots of systems before the full investigation
begins.

o Example: Acompany realizes that its network has been breached
and starts collecting logs of unusual access attempts immediately.

¢ Investigation Phase:

o Data Acquisition: This phase involves making copies of affected
devices to preserve evidence.

o Example: The investigator may make a bit-for-bit image of the hard
drive before performing any analysis on it, ensuring that the original
data remains untouched.
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o Post-Investigation Phase:

o Reporting: Writing a detailed report that includes the forensic
findings and any recommendations.

o Example: After analyzing the suspect’s hard drive, the investigator
writes a report on how the malware spread and what data was
compromised.

o Testifying in Court: If necessary, forensic experts present their
findings in court.

o Example: Aforensic expert may be called upon to explain the
findings from the investigation and how the evidence ties the
suspectto the crime.

3. Evidence Collection Techniques

o Forensic Imaging: Creating an exact copy of the storage device to preserve
the integrity of the evidence.

e Example: Using tools like FTK Imager to create an exact replica of a hard
drive before further analysis.

e Live Acquisition: Collecting evidence from a live system such as RAM and
volatile memory. This is important for capturing evidence that might
disappear if the system is shut down.

o Example: Capturing RAM data from a running system that might have open
files or running malware processes.

Handling Evidence:

e Ensure evidence is collected in a way that prevents tampering. For example,
using write-blockers to prevent altering data on a hard drive while imaging
it.

4. First Responder Actions

o Key Responsibilities: First responders must secure the crime scene (i.e.,
the affected systems), document evidence, and prevent evidence
tampering.

o Example: If a cybercrime is detected in a company’s network, the first
responder would disconnect the compromised system from the network to
prevent further damage or data theft.

o Preserving Evidence: The first responder must ensure that no data is lost.
This could involve turning off devices in a specific order to preserve data
from volatile memory.
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o Example: Disconnecting an infected machine from the internet while taking
a snapshot of the running processes in RAM.

Module Tips:
1. Understand the Investigation Process

o Tip: Think of the digital forensics process as a series of steps:
Identification, Preservation, Analysis, and Presentation. Each step is
crucial, and skipping any of them can lead to incomplete or invalid results.

o Example: If you skip documenting the initial state of a device, it can affect
the integrity of the entire investigation.

2. Collect Evidence Methodically

o Tip: Always follow a systematic approach when collecting evidence to
avoid missing crucial data or contaminating the scene. Start with the most
volatile evidence (like live data or active memory) and work down to less
volatile evidence.

e Example: In a case involving a live server, collect volatile data first, such as
the current network connections and running processes, before shutting it
down for further analysis.

3. Proper Documentation

o Tip: Keep detailed logs of your actions. This documentation will serve as a
record of everything you've done and will be necessary if the evidence is
used in court.

o Example: If you change any settings on a compromised device to preserve
evidence (such as disabling the network connection), document the exact
time and reason for each action taken.

4. Chain of Custody

o Tip: Ensure that the chain of custody is never broken. It’s the responsibility
of every investigator handling evidence to maintain this chain and ensure
that the evidence is never tampered with.

o Example: Use tamper-evident seals on evidence bags and always ensure
that evidence is signed in and out by authorized personnel.

5. Analysis Tools and Techniques

e Tip: Investtime in learning about various forensic tools that are available for
analysis, such as Autopsy for file recovery and Wireshark for network
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analysis. Different tools serve different purposes and mastering them will
make your job easier.

o Example: Before you begin an in-depth investigation, practice running a
basic file recovery task with Autopsy to see how it extracts deleted files.

6. Reporting

e Tip: Your forensic reports should be clear, concise, and well-documented.
When creating a report, it should be understandable by both technical and
non-technical readers, especially when presenting it to legal authorities.

e Example: Write your report in a structured way: begin with an introduction,

list the tools used, provide a timeline of events, and end with conclusions
and recommendations.
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Module 03: Evidence Collection and
Analysis

1. Types of Digital Evidence

Digital evidence can come in various forms, and it is critical to recognize the types
when collecting evidence.

e Documents and Files: These include text files, PDFs, spreadsheets, and
images that may contain critical information.

o Example: A suspect may have saved financial spreadsheets on their
computer, showing fraudulent activities.

o Emails: Emails can reveal communication between suspects or with
accomplices. These include both inbox messages and deleted emails.

o Example: A suspect may have sent phishing emails from their
account, which could later be recovered using email header
analysis.

¢ Internet Artifacts: These are records of websites visited, cookies, browsing
history, and cached web data.

o Example: A hacker may have accessed illegal websites related to
drugs or weapons, which can be found through the browser’s cache
and history.

o System Logs: These are logs that track the activities of users and system
processes. They are important for identifying when and how the crime
occurred.

o Example: A system log may show a failed login attempt followed by
a successful login from an unfamiliar IP address, indicating a
breach.

2. Evidence Collection Process

e Live Evidence Collection: When a system is powered on, volatile data
such as RAM is active and may hold critical evidence. This evidence can be
lost once the machine is shut down.

o Lab Example:

= Task: Use a tool like Volatility (a memory analysis tool) to
capture and analyze the memory of a running system.
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= Steps:

1. Use aforensic tool to capture a memory dump from
the suspect machine.

2. Analyze the memory dump for running processes or
evidence of malware.

Forensic Imaging: An exact copy of the hard drive or device is made to
preserve the evidence.

o Lab Example:

= Task: Use FTK Imager to create a bit-for-bit copy of a
suspect’s hard drive.

= Steps:

1. Connect the suspect’s drive to your forensic
workstation.

2. Create a forensic image of the drive without altering
the original data.

Documenting the Evidence: Record the details of the evidence, including
time, location, and who handled the evidence at each step.

o Example: Inthe case of a mobile phone, you would document the
phone’s make, model, serial number, and the exact time the data
was collected.

3. Chain of Custody

The chain of custody is a critical aspect of forensic investigations. It
ensures the integrity of the evidence and proves it hasn’t been tampered
with.

Example: If you collect a hard drive from a crime scene, you need to
document who collected it, where it was stored, and who accessed it
during the investigation.

Lab Example:
o Task: Simulate a chain of custody process for a digital file.
o Steps:
1. ldentify a digital file from a suspect’s computer.

2. Recorditsinitial location and the steps taken to transfer it to
another system.
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3. Generate a log or report of every action involving the file, from
collection to analysis.

4. Digital Evidence Storage

e Evidence must be stored securely to prevent tampering or loss. This may
involve using encrypted storage devices or secure cloud services.

o Example: After collecting data from a suspect’s computer, the evidence
might be stored on an encrypted external hard drive to ensure its integrity.

Module Tips:
1. Investigating Windows Systems

o Tip: Windows systems generate a wide variety of log files and event logs
that can be useful in investigations. Learn how to access logs from the
Event Viewer, Registry, and Prefetch to gather information about system
activities.

o Example: In a case where a user is suspected of accessing confidential
files, examining the Windows Event Logs may show that the user logged
into the system at an unusual hour, and a review of the Registry can provide
information about recently accessed files.

2. Windows Registry Analysis

o Tip: The Windows Registry holds crucial information about system
configuration, user activities, and installed programs. Familiarize yourself
with tools like RegRipper and FTK Imager to extract valuable forensic
evidence.

o Example: When investigating a suspected insider threat, examining the
Registry might reveal traces of applications installed by the suspect or
unusual entries that could indicate tampering.

3. Investigating Linux Systems

e Tip: Linux systems have their own set of log files and forensic artifacts,
such as the /var/log directory and bash history. Understanding the Linux
file system and key logs can help uncover malicious activities.

e Example: In a Linux-based attack, reviewing the /var/log/auth.log file
might show failed login attempts or unauthorized sudo commands that
could indicate an attacker trying to escalate privileges.

4. Linux File System Analysis
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e Tip: Linuxfile systems (such as ext4) store metadata and logs that can
provide insights into system activities. Tools like Sleuth Kit and Autopsy
can help in analyzing Linux file systems and recovering deleted files.

o Example: Investigating a breach in a Linux environment might involve
analyzing file system structures to identify any files that were deleted or
modified, potentially by an attacker trying to cover their tracks.

5. File Carving Techniques

o Tip: File carving is a method used to recover files without the need for file
system metadata. When dealing with damaged file systems, PhotoRec and
Scalpel are effective tools for file recovery.

o Example: If you suspect that an attacker deleted key evidence, using file
carving tools might allow you to recover important files that were erased
during the attack.

1. Incident Identification

o Tip: Thefirst step in any investigation is correctly identifying that an incident
has occurred. Stay alert to suspicious signs, such as unusual network
traffic, unauthorized access logs, or unexplained system behavior.

o Example: If a userreports slow system performance and frequent crashes,
it could indicate a deeper issue like malware infection or unauthorized
access. You should begin by identifying these symptoms through logs and
monitoring tools.

2. Securing the Crime Scene

o Tip: Justlike a physical crime scene, securing a digital crime scene is
crucial to prevent evidence from being lost or altered. Ensure that all
devices and systems are isolated and that no unauthorized personnel have
access.

o Example: In a scenario where a computer is potentially infected,
disconnect it from the network to avoid spreading the malware and
preserve volatile data.

3. Evidence Collection

e Tip: When collecting evidence, follow a methodical approach. Collect
both physical and digital evidence, but be sure to maintain proper
documentation to prove the authenticity of the evidence.
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o Example: If you're collecting evidence from a network, take note of device
IPs, ports, and connection timestamps. Forensic images of hard drives or
memory can later help with further analysis.

4. Evidence Preservation

o Tip: Always preserve the integrity of the evidence by making forensic
copies, using tools such as FTK Imager or dd to create bit-for-bit images.
Never work on original data directly.

o Example: When working on a USB drive that’s part of an investigation, make
a copy of the drive and analyze the copy to avoid altering any original data.

5. Handling Live Evidence

o Tip: Live data (such as RAM, network traffic, or open files) is volatile, so you
need to collect it as soon as possible. Always use tools designed for
capturing live data, such as Volatility for memory analysis.

o Example: If you’re investigating a device that is still running, collect the

device’s memory first before shutting it down, as volatile data will be lost
when itis powered off.
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Module 04: Forensic Tools and Techniques

1. Introduction to Forensic Tools

Forensic investigators use a variety of tools to gather, analyze, and preserve
evidence. These tools help ensure that evidence is not altered during the process.

o FTKImager: A forensic imaging tool used to create exact copies of hard
drives and other storage devices.

o Example: FTK Imager can be used to make a bit-for-bit copy of a
hard drive for investigation without modifying the original data.

e EnCase: A popular tool used for collecting and analyzing evidence from
computers and mobile devices.

o Example: EnCase can be used to examine the contents of a
suspect’s email account or to recover deleted files.

o Volatility: Atool used for memory forensics that allows investigators to
extract and analyze information from volatile memory.

o Example: Volatility can be used to find running processes on a
system and analyze any malicious software that might have been
operating in memory.

e X1 Social Discovery: This tool is specifically designed to analyze and
collect data from social media platforms and websites.

o Example: X1 Social Discovery can collect evidence from Facebook,
Twitter, and other social media sites to track a suspect’s online
activities.

2. Imaging Tools

o DiskImaging: Disk imaging tools are used to create a byte-for-byte copy of
a storage device, ensuring the original evidence remains unaltered.

e Example: Guymager is a Linux-based tool that can be used to create
forensic images of disks.

e Lab Example:
o Task: Use Guymager to create a forensic image of a disk.
o Steps:

1. Launch the tool and select the device to image.
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2. Choose the destination where the image will be saved.
3. Startthe imaging process and verify the image file.
3. File Carving

o File Carving is the process of recovering files from unallocated space on a
disk. This is useful when files have been deleted or are corrupted.

o Example: A user may delete a file from their computer, but the data still
exists in unallocated space until it is overwritten.

e Lab Example:

o Task: Recover deleted files from a suspect’s hard drive using
PhotoRec (a file carving tool).

o Steps:
1. Connect the suspect’s drive to your forensic workstation.
2. Run PhotoRec and select the disk to recover files from.
3. Choose the file types to recover and initiate the process.
4. Analyzing Logs

o System Logs: System logs provide a trail of actions that have taken place
on a system. These logs can include information about user login attempts,
system errors, and application activity.

o Example: A system log might show a user logging into a server from an
unauthorized IP address.

e Lab Example:
o Task: Analyze a system log to identify unusual activity.
o Steps:
1. Download a sample system log (e.g., a login attempt log).

2. Use Log Parser or a similar tool to filter and search for
unusual events.

3. Look for login attempts from unknown IP addresses or
unusual access times.

5. Mobile Device Forensics

e Mobile Device Forensics: This is the process of extracting and analyzing
data from mobile phones, including text messages, call logs, photos, and
GPS data.
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o Example: Investigators might extract call logs and SMS data from a
suspect’s phone to establish contact with an accomplice.

e Lab Example:

o Task: Extract data from a mobile device using Cellebrite or Oxygen
Forensics.

o Steps:
1. Connect the mobile device to your forensic workstation.

2. Use the mobile forensic tool to extract call logs, SMS, and
media.

3. Analyze the extracted data for evidence.

Module Tips:
1. Types of Digital Evidence

o Tip: Understand the different types of digital evidence, such as physical
evidence (e.g., hard drives), logical evidence (e.g., logs, files), and
volatile evidence (e.g., RAM, network traffic). Each requires different
handling procedures.

e Example: For a case involving an email phishing attack, email logs (logical
evidence) would be vital, while physical evidence would include the hard
drive from which the logs were recovered.

2. Data Acquisition Methods

o Tip: Be familiar with the various methods for acquiring data from devices.
This includes live acquisition (capturing data in real-time), static
acquisition (capturing data from powered-down systems), and network
acquisition (capturing data from network traffic).

e Example: In aninvestigation of a compromised web server, network
acquisition might reveal the attacker’s IP address and the method used to
breach the system.

3. Understanding File Systems and Data Structures

e Tip: You must understand the file systems (such as NTFS, FAT, and HFS)
because they govern how data is stored on the device. The way files are
organized will help you retrieve deleted files or hidden data.

o Example: In a Windows environment, understanding NTFS allows you to
recover slack space and deleted files that are still physically present on the
hard drive.
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4. Handling Encrypted Evidence

Tip: Encrypted data can be a challenge, but there are forensic tools
available for dealing with encryption. Always ensure that you have legal
access to decrypt data and follow legal procedures.

Example: If you come across an encrypted disk, make sure you have the
decryption keys, or use tools like ELcomSoft to attempt decryption. Always
verify you have legal consent to decrypt the data.

5. Data Recovery

Tip: Forensic data recovery is a critical skill. Learn to use data recovery
tools, such as Recuva, PhotoRec, or X1 Search, to recover deleted files
that might contain valuable evidence.

Example: If a suspect has deleted files on their laptop, you can use

recovery tools to scan for remnants of those files and recover them for
analysis.

6. Understanding Metadata

Tip: Metadata can provide crucial insights into the history of a file, including
when it was created, modified, or accessed. Pay attention to metadata
when examining documents, images, or email communications.

Example: By analyzing the metadata of a photo, you might find GPS
coordinates or timestamp information that can help confirm the location or
time of an event.

7. Network Evidence

Tip: Network evidence, such as logs from firewalls, routers, or intrusion
detection systems (IDS), can be invaluable for understanding an attack's
vector or timeline.

Example: If you're investigating a DDoS attack, network logs might reveal
the IP addresses that participated in the attack, allowing you to trace back
to the origin.

Lab 1: Data Acquisition

Objective: Perform a live acquisition of a device’s memory using Volatility
and a disk image using FTK Imager.

Steps:
1. Install Volatility on a system.
2. Capture live memory from a target machine.

3. Use FTKImager to create a disk image of the system’s hard drive.
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Lab 2:

Lab 3:

4.

Analyze both memory and disk image for potential evidence (e.g.,
running processes, deleted files).

File System and Metadata Analysis

Objective: Recover deleted files and analyze metadata from a FAT32-
formatted USB drive.

Steps:
1.

2.

4.

Format a USB drive with FAT32 and place some files onit.

Delete the files and use PhotoRec or Recuva to attempt file
recovery.

Analyze the metadata of recovered files (timestamps, last access
time).

Document your findings.

Network Evidence Analysis

Objective: Capture network traffic using Wireshark and analyze it for
suspicious activity.

Steps:
1.

2.

Set up a basic network with multiple devices.
Use Wireshark to capture traffic between the devices.

Look for unusual packets, like DNS tunneling or unauthorized
communication.

Create a report on the traffic and findings.
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Module 05: Network Forensics

1. Introduction to Network Forensics

Network forensics is the process of capturing, storing, and analyzing network
traffic to detect and investigate cybercrimes. It involves examining packet-level
data from a network and determining what occurred during a network attack.

o Types of Network Attacks: These include denial of service (DoS), man-in-
the-middle attacks, data exfiltration, and more.

o Example: A hacker may perform a DDoS attack to overwhelm a
website with traffic, causing it to go offline. Network forensics can
help trace the source of the attack.

o Network Traffic Analysis: By analyzing network packets, you can trace
malicious activity. Network forensic tools allow you to inspect packet
headers, payloads, and other metadata.

o Example: A hacker may send sensitive data in an encrypted form
over the network, but network forensics could reveal the destination
or source of the data based on patterns.

2. Capturing Network Traffic

o Packet Sniffing: This involves intercepting network packets as they travel
over the network. Tools like Wireshark, tcpdump, or network taps are often
used for this purpose.

o Example: If a hacker is trying to intercept communication between a
client and a server, packet sniffing could capture credentials or
sensitive data being transmitted.

e Lab Example:

o Task: Use Wireshark to capture packets on a network.

o Steps:

1. Start Wireshark and select the network interface to capture
data from.

2. Filter the captured packets by protocol (e.g., HTTP, DNS) to
focus on relevant data.
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3. Analyze the traffic for suspicious activity, such as
unencrypted passwords or unusual communications.

e Network Taps: Hardware devices that allow for the non-intrusive capture of
network traffic without affecting the performance of the network. These are
often used in large-scale environments where high-speed data capture is
required.

o Example: In a corporate environment, network taps are placed
between key infrastructure components to capture all traffic for
forensic analysis.

3. Analyzing Network Traffic

Once network traffic is captured, forensic investigators can use various tools to
analyze the data for potential evidence.

e Protocol Analysis: Network protocols such as TCP, UDP, HTTP, and DNS
are analyzed to determine if there’s any suspicious or malicious activity.

o Example: In a DDoS attack, an investigator may look for unusual
patterns, such as excessive requests from a single IP address or
anomalous packet sizes.

o Traffic Correlation: Traffic correlation involves comparing network traffic
with known attack signatures or patterns.

o Example: An investigator might correlate DNS queries with IP
addresses that have been flagged in a threat database to identify a
potential data exfiltration attempt.

e Lab Example:

o Task: Use tepdump to capture network traffic and analyze it with
Wireshark.

o Steps:
1. Use tcpdump on a command line to capture traffic:
2. sudo tcpdump -i ethO -w capture.pcap

3. Openthe .pcap file in Wireshark to analyze the captured
traffic.

4. Filter by HTTP or DNS traffic and look for unusual patterns or
errors that could indicate a problem.

4. Network Forensic Tools

Several tools help investigators analyze network traffic and detect potential
attacks:
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Wireshark: A popular open-source network protocol analyzer that allows
users to capture and interactively browse the traffic running on a computer
network.

tcpdump: A packet sniffer that runs in the terminal and allows investigators
to capture network traffic.

NetFlow: A network protocol used to collect data about traffic flows within
a network.

Snort: A network intrusion detection and prevention system that can
analyze network traffic in real-time to detect malicious activity.

Lab Example:
o Task: Configure Snort to detect a simple network attack.
o Steps:
1. Install Snort on a machine in the network.

2. Configure Snort to detect suspicious traffic like a port scan or
unusual packet sizes.

3. Run aport scan from a testing machine and verify that Snort
triggers an alert.

Module Tips:

1. Data Recovery Techniques

Tip: Always start by using non-intrusive techniques to recover data. Avoid
actions that could modify the original data, such as writing to the device or
altering its configuration. The priority is to preserve the evidence in its
original state.

Example: Use write blockers when connecting a suspect's hard drive to
your system to prevent accidental overwriting or modification.

2. Tools for Data Recovery

Tip: Familiarize yourself with recovery tools such as FTK Imager, Recuva,
PhotoRec, and X1 Search. Each tool specializes in different types of data
recovery, whether it's from physical hard drives, file systems, or network
data.

Example: PhotoRec is great for recovering files from corrupted or
formatted partitions, while FTK Imager is ideal for creating disk images of
evidence that you can later analyze.
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3. Recovering Deleted Files

Tip: Deleted files can still exist on the disk as long as they have not been
overwritten. Understanding how to recover them is a fundamental skill for a
forensic investigator.

Example: If a suspect deletes a document, it might still reside in
unallocated space on the disk. Using tools like Recuva, you can search for
and recover these deleted files.

4. Understanding File Slack Space

Tip: File slack is the space between the end of a file and the end of the last
cluster on a disk. This area can contain residual data from previously
deleted files, so it's important to analyze it during forensic investigations.

Example: When investigating a computer, use forensic tools like X1 Search
to search slack space for remnants of deleted files, which might provide
valuable evidence.

5. Recovering Network Evidence

Tip: Network traffic can often contain valuable evidence such as malicious
activity, unauthorized access, or signs of data exfiltration. Use packet
capture tools like Wireshark to collect network traffic.

Example: By analyzing captured TCP or UDP traffic, you can often identify
suspicious patterns, such as communication with a known command-and-
control server, helping you trace the source of a cyberattack.
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Module 06: Malware Forensics

1. Introduction to Malware Forensics

Malware forensics is the process of examining malware to understand how it
works, its impact, and how to mitigate it. This can involve analyzing malicious
software such as viruses, worms, Trojans, and ransomware.

o Types of Malware: Understanding different types of malware is essentialin
identifying and mitigating their impact.

o Viruses: Software that replicates itself and spreads to other files.

o Trojans: Malware disguised as legitimate software that gives
attackers unauthorized access.

o Worms: Self-replicating malware that spreads across networks
without user interaction.

o Ransomware: Malware that encrypts files and demands payment
for decryption.

e Example: A network is infected by ransomware. Malware forensics helps
investigate the origin of the attack and how it spread across the system.

2. Collecting Malware Samples

Collecting malware samples involves safely obtaining copies of malicious
software to analyze its behavior and determine the extent of the infection.

o Isolated Environment: Malware should always be collected in a controlled,
isolated environment to prevent further damage to systems.

o Example: Avirtual machine (VM) can be set up to analyze malware
without risking the host system.

e Lab Example:

o Task: Use a VM to safely download a sample malware file from a
sandbox.

o Steps:
1. Setup avirtual machine with no internet connection.

2. Download the malware sample in the isolated VM and
examine its behavior.
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3. Usetools like Procmon and Process Explorer to track the
malware’s actions.

3. Static and Dynamic Analysis

Static Analysis: This involves analyzing the malware without executing it.
Static analysis tools examine the file’s structure, code, and metadata.

o Example: A static analysis of a malware sample might reveal
suspicious file names, packed or obfuscated code, or embedded
URLs that lead to command-and-control servers.

Dynamic Analysis: This involves executing the malware in a controlled
environment to observe its behavior, such as network communication or
file modification.

o Example: A malware sample might connect to a remote server to
send stolen data. Dynamic analysis reveals this by monitoring
network traffic and system changes.

Lab Example:
o Task: Perform both static and dynamic analysis on a malware
sample.
o Steps:

1. Use PEID to perform static analysis and check for packed or
obfuscated code.

2. Runthe sample in a VM and monitor network traffic using
Wireshark.

3. Record any malicious activities, such as file system changes
or network connections.

4. Reverse Engineering Malware

Reverse engineering is the process of disassembling or decompiling malware to
understand its inner workings, how it spreads, and how to neutralize it.

Disassembling Malware: Disassemblers like OllyDbg or IDA Pro are used
to convert the malware’s binary code back into human-readable assembly
code.

o Example: By examining the assembly code, an investigator might
find a command to encrypt files or exfiltrate data.

Lab Example:
o Task: Use OllyDbg to disassemble a simple malware sample and

trace its execution flow.
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o Steps:
1. Open the malware sample in OllyDbg.

2. Step through the code to locate any suspicious commands or
functions.

3. Identify the sections of code responsible for malicious
activity, such as keylogging or file encryption.

5. Malware Detection Tools

e Antivirus Software: Common tools that detect known malware signatures
and behaviors.

o Example: Running a malware scan using Kaspersky can identify
and quarantine known malicious files.

¢ Sandboxing: Running malware samples in a virtualized environment to
observe their behavior without risk.

o Example: Use Cuckoo Sandbox to execute malware samples and
observe their behavior, such as file creation or system modifications.

e Lab Example:
o Task: Use a sandbox to analyze a malware sample.
o Steps:
1. Upload the malware sample to Cuckoo Sandbox.
2. Letthe sandbox run and analyze the behavior.

3. Review the report for indicators of compromise (I0Cs), such
as file modifications or registry changes.

Module Tips:
1. Analyzing File Systems

e Tip: Different file systems (such as NTFS, FAT32, and exFAT) have different
methods of organizing and storing data. Understanding the structure of
these file systems is crucial for recovering data and analyzing deleted files.

o Example: In NTFS, you can recover deleted files by analyzing the Master
File Table (MFT), which stores metadata about files. In contrast, FAT32
uses file allocation tables that you can examine to recover files.

2. Log File Analysis
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o Tip: Logs provide a time-stamped record of system and network activity.
Reviewing log files can uncover important details about the sequence of
events in an attack or breach.

o Example: If you're investigating an intrusion, review system logs to identify
when unauthorized access occurred and whether the attacker installed any
malicious software.

3. Investigating Disk Volumes

e Tip: In some cases, attackers may use disk volumes to hide their activities.
Familiarize yourself with techniques for examining hidden volumes, such as
using carving to recover fragmented files.

o Example: If you suspect a steganography attack, you can use tools like
Autopsy or FTK Imager to carve out hidden data from the disk, even if the
volume is hidden.

4. Timeline Creation

o Tip: Create a timeline of events by correlating various data points from
different sources (file creation/modification times, log entries, network
traffic) to reconstruct the attack or breach.

e Example: If you're investigating a phishing attack, create a timeline from
email logs, system logs, and file access times to see when the attack
started and how it unfolded.

5. Memory Analysis

e Tip: Volatile memory (RAM) contains data that may not be saved to disk. In
cyberattacks, malicious code can be running in memory. Use tools like
Volatility to analyze memory dumps for sighs of malware or unauthorized
access.

o Example: After performing a memory dump using a tool like FTK Imager,
run Volatility to analyze running processes, which may reveal malicious
software such as rootkits or backdoors.

Lab Ideas:

Lab 1: File Recovery and Analysis

e Objective: Recover deleted files from a FAT32 disk image and analyze their
metadata.

e Steps:

1. Use Recuva or PhotoRec to recover deleted files from a disk image.
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Lab 2:

Lab 3:

Lab 4:

2. Analyze the recovered files for metadata (timestamps, file paths,
access history).

3. Investigate any inconsistencies in file access times or unexpected
file activity.

Log File Analysis

Objective: Analyze web server logs to investigate unauthorized access and
potential data exfiltration.

Steps:
1. Obtain a sample web server log file from a compromised server.

2. Search the log file for suspicious entries, such as 404 errors,
repeated login attempts, or access to sensitive pages.

3. Correlate these findings with timestamps from other sources to
build a timeline of the attack.

Timeline Reconstruction

Objective: Create a timeline of events during a simulated data breach by
analyzing file system metadata and logs.

Steps:

1. Examine a disk image with FTK Imager and extract timestamps for
file creation, modification, and deletion.

2. Analyze event logs from the system and network.

3. Usetools like Timeline Explorer to create a comprehensive timeline
of the attack's events.

Memory Analysis

Objective: Perform memory analysis on a dumped RAM image to identify
signs of malware.

Steps:
1. Use atoollike FTK Imager to dump the contents of RAM.

2. Loadthe dump into Volatility to search for malicious processes or
signs of rootkits.

3. ldentify any unusual processes or injections in the memory dump
that could be related to an attack.

Tips for Success in Module 5 and 6:
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1. Stay Organized

Properly document each step you take during the recovery and analysis
process. This includes the time, tools used, and any unusual findings. This
will help you during the reporting phase and ensure that the evidence
remains valid in a legal context.

2. Focus on Details

Small details can make a big difference in a forensic investigation. Be
thorough when analyzing logs, files, and memory dumps. Pay attention to
anomalies in file timestamps, strange IP addresses, or unusual user
behavior.

3. Practice

Hands-on experience is essential in forensics. The more you practice with
real-world scenarios and forensic tools, the better your understanding will
become. Try to replicate common attack scenarios in virtual environments
to test your recovery and analysis skills.
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Module 07: Mobile Device Forensics

1. Introduction to Mobile Device Forensics

Mobile device forensics involves the collection, preservation, analysis, and
presentation of evidence from mobile devices such as smartphones, tablets, and
other mobile electronics. With the increasing use of mobile devices, they have
become prime targets for investigation in both criminal and civil cases.

o Types of Mobile Devices: Mobile phones, smartphones, tablets,
wearables, and loT devices.

e Mobile Forensics Challenges: Encrypted storage, remote wiping, complex
file systems, cloud data, and proprietary operating systems.

o Example: If a suspect deletes messages from a smartphone, mobile
forensics can help recover them from the device's storage or cloud
backups.

2. Mobile Operating Systems

e Android Forensics: Android devices use an open-source OS thatis
customizable by device manufacturers, making forensic analysis
challenging.

o Example: A forensics investigator can extract data from an Android
device using ADB (Android Debug Bridge), or by directly accessing
the device's storage using tools like FTK Imager or Cellebrite.

e i0S Forensics: Apple devices use a closed operating system, making it
harder to access data without proper authorization. iOS forensics often
relies on exploiting vulnerabilities or accessing iCloud backups.

o Example: Using Cellebrite UFED or XRY to extract deleted data
from an iPhone oriPad.

e Lab Example:
o Task: Extract data from an Android phone using ADB.
o Steps:

1. Enable Developer Mode and USB Debugging on the Android
phone.

2. Use ADB commands to create a backup of the device:

3. adb backup -apk -shared -all -f backup.ab
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4. Use Android forensic tools like FTK Imager or Autopsy to
analyze the backup file.

3. Data Extraction and Acquisition

Logical Acquisition: Extracting data that is accessible via the mobile
device’s userinterface. This includes contacts, messages, media files, and
app data.

o Example: Extracting text messages, call logs, or photos from a
device without unlocking it.

Physical Acquisition: Capturing the entire contents of the device, including
deleted data. This method requires bypassing device security features like
PINs or encryption.

o Example: Using Cellebrite or XRY to perform a physical extraction
from a locked device.

Cloud Acquisition: Extracting data from cloud services such as Google
Drive, iCloud, or other synchronized platforms. This is important when the
device itself is inaccessible.

o Example: If a device is damaged or locked, cloud services may
contain backup copies of messages, photos, or app data.

Lab Example:
o Task: Extract and analyze SMS messages from an Android device.
o Steps:
1. Use Cellebrite UFED to extract data from the device.

2. Review the extracted SMS and call log data for evidence of
communication relevant to a case.

3. Analyze deleted files by using Autopsy or FTK Imager.

4. Analysis of Mobile Data

File System Analysis: Mobile devices often use file systems such as EXT4
(Android) or APFS (iOS). Investigators must know the structure to recover
deleted files.

App Data: Modern mobile apps store their data in unique formats, often in
encrypted databases.

o Example: Forensic analysis of an encrypted messaging app like
WhatsApp may require decrypting its database to view
conversations.

Lab Example:
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o Task: Analyze app data stored on an Android device.

o Steps:
1. Use ADB to access app data stored on the device.

2. Extract and examine files associated with a messaging app
like WhatsApp, noting the location of encrypted databases.

3. Usetools like DB Browser for SQLite to open and analyze the
app’s SQLite database.

Module Tips:
1. Web Evidence Collection

e Tip: When investigating web evidence, always make sure to capture the full
context, including HTTP headers, URLs, and cookies. Many attacks are
orchestrated through web traffic, so reviewing the complete data exchange
is crucial.

e Example: In aninvestigation involving a compromised website, use tools
like Burp Suite or Wireshark to intercept and inspect the HTTP traffic to
understand the exploit vectors and the attacker’s actions.

2. Web Cache and History Analysis

o Tip: Web browsers store significant data, such as URLs, cookies, and
cached content, which could reveal crucial evidence. Reviewing the
browser cache and history is an excellent way to uncover signs of user
behavior and attack origins.

o Example: If you're investigating a phishing attack, browser history might
show that the victim visited a fake banking site, which could help identify
how the attack started.

3. Investigating Email Evidence

e Tip: Emailis a common vector for cyberattacks, including phishing and
malware distribution. It’s essential to examine email headers for routing
information, such as the sender's IP address, and analyze the body for
malicious links or attachments.

e Example: If an attacker uses a phishing email, you can trace the email’s
origin through the SMTP header and identify the attacker’s server, helping
you uncover their identity and methods.

4. Analyzing Email Attachments
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o Tip: Malware is often delivered via email attachments. Be cautious when
analyzing email attachments—ensure you use sandbox environments to
safely open suspicious files and analyze their contents.

o Example: If you find a suspicious email attachment, use a tool like
VirusTotal to check it for known malware signatures before openingitin a
controlled environment.

5. Metadata in Web and Email Files

o Tip: Don’tignore the metadata embedded in web and email files. This
metadata can provide important clues, such as the creation date,
modification time, and the author of a document.

o Example: If you recover an attachment that appears to have been created
by the victim, analyzing the metadata could reveal it was actually modified
and planted by the attacker.
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Module 08: Cloud Forensics

1. Introduction to Cloud Forensics

Cloud forensics refers to the practice of investigating and analyzing data stored in
cloud computing environments. As more individuals and businesses use cloud
services, such as Google Drive, Dropbox, AWS, and Microsoft Azure, it is critical for
investigators to understand how to gather and preserve evidence from these
platforms.

e Challenges in Cloud Forensics: Shared resources, encryption,
jurisdictional issues (where data is physically stored), and the dynamic
nature of cloud services (data can move between servers).

o Example: Data stored in the cloud might not be as straightforward to
access as data stored locally due to encryption or access controls.

2. Cloud Service Models

Cloud services come in different models, each affecting how data is stored and
accessed.

o laaS (Infrastructure as a Service): Providers like AWS EC2 allow users to
rent virtual servers. The provider is responsible for the infrastructure, but
users control the software and applications.

o PaaS (Platform as a Service): Services like Google App Engine provide
platforms for developing applications but don’t give access to the
underlying infrastructure.

o SaaS (Software as a Service): Providers like Google Drive, Office 365, and
Dropbox offer complete software solutions, with users having limited
control over the infrastructure.

o Example: Investigating a data breach from a SaaS provider like Google
Drive involves accessing logs or backups provided by the service provider.

3. Cloud Data Acquisition

e Remote Acquisition: Many cloud providers have APIs that allow for remote
acquisition of data. This is typically done by accessing the provider’s
interfaces to request copies of data or logs.

o Cloud Provider Logs: Access logs, access control logs, and APl logs can
help forensic investigators track how data was accessed or altered.
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o Example: Using AWS CloudTrail to track the access history of an S3
bucket where sensitive data was stored.

Lab Example:
o Task: Retrieve cloud storage logs from AWS.
o Steps:
1. Logintothe AWS Management Console.
2. Access CloudTrail logs for an S3 bucket.

3. Analyze the logs to determine who accessed the data and
what actions were taken.

4. Cloud Data Analysis

Forensic Data Processing: Cloud forensics requires processing large
amounts of data, such as virtual machine images, logs, and cloud storage
data.

Data Integrity: Ensuring that data from the cloud has not been tampered
with is critical. Forensic tools should verify the integrity of cloud data.

Lab Example:
o Task: Analyze log files from a cloud environment.
o Steps:
1. Use Splunk to import cloud logs from AWS.

2. Search the logs for specific events, such as unauthorized
access or data deletions.

3. Correlate these events with other available data to identify
potential security breaches.

5. Cloud Forensics Tools

Several tools are designed to assist in cloud forensics:

X1 Social Discovery: A tool for collecting and analyzing data from social
media platforms and cloud storage.

CloudForensics: A platform for investigating cloud service providers.

FTK Imager: Although traditionally for local forensics, FTK Imager also has
capabilities to interact with cloud storage.

Lab Example:

o Task: Use X1 Social Discovery to extract data from a social media
cloud service.
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o Steps:

1. Configure X1 Social Discovery to connect to a social media
platform like Facebook or Twitter.

2. Search for specific user data, such as posts or messages.

3. Extract and analyze the data for relevant forensic evidence.

Module Tips:
1. Mobile Device Data Collection

o Tip: Always ensure proper legal authorization before collecting data from
mobile devices. Mobile devices often contain sensitive personal
information, and improper handling could jeopardize the integrity of the
evidence.

o Example: If a mobile phone is involved in a crime, use a write blocker and
specialized software (e.g., Cellebrite, XRY) to prevent modification of data
during acquisition.

2. Investigating Mobile Applications

e Tip: Mobile applications can store valuable evidence, such as app data,
logs, and chat histories. Each app has its own data storage and encryption
mechanisms, so it's essential to understand how to extract data from
popular apps.

e Example: In a cyberstalking case, you may need to extract chat logs from
apps like WhatsApp or Telegram. This requires knowledge of how each app
stores data (e.g., WhatsApp uses SQLite databases).

3. Mobile Device OS Analysis

e Tip: Mobile devices run on operating systems like Android or iOS, each with
different file systems and data encryption methods. Familiarize yourself
with these operating systems to understand how to extract and analyze
data properly.

e Example: In an Android forensic investigation, you may need to use ADB
(Android Debug Bridge) or JTAG methods to unlock and retrieve data from
a locked device.

4. Mobile Network Forensics

o Tip: Mobile devices are often connected to cellular and Wi-Fi networks,
which can provide additional evidence. Analyzing call logs, location data,
and network traffic can help reconstruct the events of a crime.
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Example: If you're investigating a suspect’s activities, examine call logs
and SMS data, along with Wi-Fi or GPS location history, to establish their
movements and contacts.

5. Mobile Device Encryption

Tip: Encryption on mobile devices can make data recovery challenging, but
itis notimpossible. Learn about tools and techniques to bypass or decrypt
mobile device encryption without violating legal boundaries.

Example: If you are dealing with an encrypted iPhone, tools like Elcomsoft
and Cellebrite may allow you to extract and decrypt data, while respecting
local laws and policies.

Lab Ideas:

Lab 1:

Lab 2:

Web Evidence Collection and Analysis

Objective: Intercept and analyze web traffic to uncover evidence of a
phishing attack.

Steps:
1. Use Wireshark or Burp Suite to capture and analyze HTTP traffic.

2. Look for signs of redirection or suspicious activities, such as POST
requests to unknown sites or URLs leading to malicious IPs.

3. Investigate cookies or session IDs for signs of unauthorized access.
Email Header and Attachment Analysis
Objective: Analyze an email for signs of phishing and malware.
Steps:

1. Extractthe email headers and analyze them to identify the
originating IP address and any red flags in the routing.

2. Openthe email attachment in a sandbox environment to identify
whether it's safe or contains malicious content.

3. Review the content of the email body for suspicious links or requests
for sensitive information.

Lab 3: Mobile Device Forensics
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e Objective: Extract data from a mobile device (Android or iOS) and analyze
app data for signs of illicit activity.

e Steps:
1.

Use a forensic tool like Cellebrite or XRY to extract data from an
Android or iOS device.

Analyze data from commonly used apps (e.g., WhatsApp, Facebook,
or email) to search for evidence of criminal activity.

Extract and review call logs, SMS messages, GPS location history,
and Wi-Fi networks to help reconstruct the suspect's movements
and communications.
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Module 09: Network Forensics

1. Introduction to Network Forensics

Network forensics involves the monitoring, capturing, and analysis of network
traffic to detect and investigate malicious activities, security breaches, and other
suspicious behavior within a network.

¢ Importance of Network Forensics: In a world of digital communication,
most cybercrimes involve the use of networks. Network forensics can help
identify the cause of data breaches, attacks, and unauthorized access.

e Challenges: High traffic volume, encrypted communications, and transient
data make network forensics complex. Many organizations use encryption
and VPNs to secure traffic, which can hinder data analysis.

o Example: A hacker accesses a company’s database through an open port
in a firewall. Network forensics can track the attacker’s activities by
analyzing the logs and traffic related to that specific port.

2. Network Protocols and Their Significance

Understanding various network protocols is essential for effective network
forensics. Some key protocols include:

e TCP/IP: The foundation of most network communications.
o HTTP/HTTPS: Protocols for web communication.

o DNS: Used to resolve domain names into IP addresses.

e FTP/SFTP: Used for transferring files between systems.

e SMTP/POP3/IMAP: Email protocols.

o Example: If an attacker sends sensitive data over HTTP (unencrypted),
network forensics tools can capture the traffic to extract this data.

e Lab Example:
o Task: Capture and analyze HTTP traffic.
o Steps:
1. Use Wireshark to capture HTTP packets from a network.
2. Filter packets by HTTP traffic using the filter http.

3. Analyze captured packets to extract any unencrypted
sensitive information, such as login credentials.
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3. Capturing Network Traffic

Packet Sniffing: The process of capturing packets transmitted over a
network to analyze and reconstruct network communications.

Traffic Analysis Tools: Tools like Wireshark, Tcpdump, and NetFlow are
commonly used for capturing and analyzing network traffic.

Example: You can use Wireshark to capture packets in real-time and filter
them based on IP addresses, protocols, or ports to analyze specific traffic.

Lab Example:
o Task: Use Wireshark to capture network traffic.
o Steps:

1. Open Wireshark and select the network interface to capture
traffic from.

2. Start capturing and filter for specific traffic like HTTP (http
filter).

3. Analyze the packets to inspect URLs and the content of HTTP
requests.

4. Detecting Network Anomalies and Intrusions

Network anomalies can be detected through the analysis of traffic patterns, such
as unusual spikes in traffic or unexpected connections.

Types of Anomalies: Port scans, DDoS attacks, brute force login attempts,
or large data exfiltration.

Intrusion Detection Systems (IDS): Tools like Snort or Suricata can help
detect and alert administrators of abnormal activities.

Example: An attacker may conduct a port scan to identify open ports on a
system. This can be detected through network traffic analysis.

Lab Example:
o Task: Detect a port scan using Wireshark.
o Steps:
1. Start capturing network traffic using Wireshark.

2. Filter packets by TCP and look for numerous connection
attempts to various ports from the same IP address.

3. Ifascanis detected, use Snort for further analysis.

5. Analyzing Network Logs
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Network logs provide valuable information about network activities. Logs may
come from routers, switches, firewalls, or security devices like IDS/IPS systems.

o Log Sources: Firewalls, servers, routers, and intrusion detection systems
(IDS).

e Common Log Analysis: Investigating failed login attempts, unauthorized IP
addresses, and abnormal traffic patterns.

e Example: Analyzing logs from a firewall might reveal attempts to access
restricted ports or services, which can be a sign of a network intrusion.

e Lab Example:
o Task: Analyze firewall logs for suspicious activities.
o Steps:
1. Access the firewall log file.

2. Search for any patterns indicating abnormal access, such as
repeated login failures or unusual access times.

3. Investigate the source IP addresses involved.

Module Tips:
1. Cloud Storage Investigation

o Tip: Cloud services like Google Drive, Dropbox, and OneDrive often store
valuable data, such as documents, emails, and images. Understand how to
collect evidence from cloud storage services and identify potential security
risks like unauthorized sharing or access.

e Example: In a case of data exfiltration, you could identify unauthorized
access by examining cloud storage logs or finding evidence of data being
transferred to unknown external accounts.

2. Cloud Service Provider Logs

o Tip: Many cloud service providers offer detailed logs (e.g., access logs, file
modification logs). Investigating these logs can help identify suspicious
activities such as login attempts from unauthorized locations or devices.

o Example: If you suspect a data breach, analyze the access logs to check
for unusual login times, IP addresses, and any suspicious file access or
deletions.

3. Cloud Forensics Tools
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Tip: Specialized forensic tools like Cloud Forensics and FTK Imager can
help you recover and analyze data stored in cloud environments. These
tools support data extraction from various cloud platforms and provide an
interface for querying and analyzing cloud data.

Example: Use Cloud Forensics to capture cloud snapshots or metadata
from a compromised cloud environment. This will help reconstruct what
occurred within the cloud storage during the attack.

4. Investigating Virtualized Environments

Tip: Virtual machines (VMs) can contain critical evidence. Understanding
how to extract and analyze data from VM snapshots, virtual disk images,
and virtual machine logs is essential for a thorough investigation.

Example: If you are investigating a malware infection within a virtualized
environment, analyze the VM logs for signs of abnormal behavior or
malware execution.

5. Virtual Network Evidence

Tip: In virtualized environments, network traffic within the virtual network
can provide valuable forensic evidence. Make sure to capture network
packets from virtual networks and inspect traffic between VMs for signs of
malicious activity.

Example: In a cloud-based attack, you may find that malware
communication is occurring between different VMs within the virtual
network. Examining VM-to-VM traffic may reveal how the attack is
spreading.
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Module 10: Database Forensics

1. Introduction to Database Forensics

Database forensics involves investigating and analyzing databases to detect,
identify, and preserve evidence related to cybercrimes. Since databases store
critical organizational data, they are a common target for cyberattacks.

o Types of Databases: Relational databases (e.g., MySQL, PostgreSQL),
NoSQL databases (e.g., MongoDB, Cassandra), and cloud databases.

o Keylssues: Understanding database structures, transaction logs, and how
data is stored and deleted is crucial for a thorough investigation.

o Example: An attacker may attempt to delete or manipulate data within a
database. Forensic analysis will focus on logs, backups, and data remnants
to reconstruct the events.

2. Database Management Systems (DBMS)

Different types of DBMS have unique structures and ways of storing data.
Understanding the DBMS is vital for database forensics.

o Relational DBMS: Stores data in tables with rows and columns (e.g.,
MySQL, PostgreSQL).

e NoSQL DBMS: Stores data in collections, key-value pairs, or documents
(e.g., MongoDB, Cassandra).

o Example: In a forensic investigation, an attacker may have deleted
sensitive records from a relational database. The forensic expert can use
transaction logs to trace the deletion process.

e Lab Example:
o Task: Investigate a deleted record in a MySQL database.
o Steps:
1. Access the database logs to view the transaction history.
2. Search for the delete command in the logs.

3. Analyze the remnants of deleted records using database
recovery tools like Percona.

3. Database Log Analysis
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e Transaction Logs: Most relational databases use logs to track changes to
the database. These logs can be used to recover deleted data or track
unauthorized changes.

o Types of Logs: In MySQL, the binary log stores all changes, while in
PostgreSQL, the WAL (Write-Ahead Log) stores changes.

o Example: An attacker might perform an unauthorized update in a database.
Transaction logs can help forensic investigators identify the time and
method of the modification.

e Lab Example:
o Task: Recover deleted data from a PostgreSQL database.
o Steps:
1. Access the PostgreSQL WAL logs.
2. ldentify the deleted record by inspecting the log entries.
3. Use pg_rewind or similar tools to recover the deleted data.
4. Investigating SQL Injection Attacks

SQL Injection is a common attack where an attacker executes malicious SQL
queries to manipulate a database. This type of attack can lead to unauthorized
access, data leakage, or data modification.

o Example: An attacker uses a vulnerable web application to inject SQL code
into a login form, bypassing authentication and gaining access to sensitive
data.

e Lab Example:
o Task: Simulate an SQL Injection attack and investigate the database.
o Steps:

1. Use avulnerable application (e.g., DVWA) to inject SQL
queries.

2. Analyze the database to identify unauthorized data access or
manipulation.

3. Examine the logs to see how the injection attack was carried
out.

Module Tips:

1. Network Traffic Capture
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Tip: Capturing network traffic is one of the most essential aspects of
network forensics. Use tools like Wireshark or tcpdump to capture and
analyze packet data. Focus on unusual traffic patterns, such as
unexpected protocols or unknown IP addresses, which might indicate an
attack.

Example: In an attack involving Denial-of-Service (DoS), the traffic
captured through Wireshark may reveal massive amounts of incoming
requests from a single or multiple sources.

2. Investigating Protocols and Ports

Tip: Pay attention to traffic on non-standard ports or unusual protocols.
Attackers often use custom ports and protocols to bypass detection.
Identify these anomalies in the captured network traffic and investigate
their origins.

Example: During a port scanning attack, network traffic might reveal
scanning activity across multiple ports. This pattern can help identify the
type of attack and its scope.

3. Identifying Malicious Network Behavior

Tip: Familiarize yourself with common malicious network behavior like
port scanning, suspicious DNS requests, and malware communication
over unusual ports. Understanding these behaviors will help you spot
attacks early.

Example: During a botnet investigation, you may notice patterns of
repeated DNS queries to the same IP address. This could indicate that the
compromised machines are trying to communicate with a command-and-
control server.

4. Incident Response and Containment

Tip: When you identify suspicious network behavior, it's important to
implement incident response procedures to contain the attack. Block
malicious IPs, isolate affected systems, and preserve forensic data.

Example: In the case of a network worm infection, you might need to
isolate infected devices, block outbound traffic to command servers, and
preserve evidence for further analysis.

5. Network Forensic Tools

Tip: Network forensics tools like Wireshark, NetFlow, and Kali Linux
provide powerful capabilities to capture, analyze, and correlate network
traffic. Master these tools to effectively investigate network-based attacks.
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o Example: Use Wireshark to capture traffic between a web server and client
during an attack. Analyze the captured packets for signs of malicious
payloads or unauthorized data exfiltration.

Lab Ideas:

Lab 1: Investigating Cloud Storage Logs
o Objective: Investigate suspicious activity in cloud storage services.
o Steps:

1. Extract logs from a cloud storage provider (e.g., Google Drive or
Dropbox).

2. Look for unusualfile access or unauthorized sharing of files.

3. Analyze the logs to track potential data exfiltration or unauthorized
access.

Lab 2: Virtualized Environment Analysis
e Objective: Extract evidence from a virtual machine snapshot.
o Steps:

1. Create a snapshot of a VM running in a virtualized environment (e.g.,
VMware or Hyper-V).

2. Analyze the virtual disk image for signs of compromise.

3. Examine VM logs and system files to detect any malware or
abnormal activity.

Lab 3: Network Forensics Investigation
o Objective: Investigate a network for potential attacks using captured traffic.
o Steps:
1. Capture network traffic using Wireshark.
2. Identify potential DoS attacks by analyzing traffic patterns.

3. Investigate any suspicious traffic and try to identify the origin and
nature of the attack.

51



Module 11: Mobile Device Forensics

1. Introduction to Mobile Device Forensics

Mobile device forensics is the process of recovering, preserving, and analyzing
data from mobile devices such as smartphones, tablets, and other portable
devices. This process can be used to uncover critical evidence in criminal
investigations.

¢ Mobile Operating Systems: Common mobile OS include Android, iOS,
and Windows Mobile. Each OS has unique data storage and security
mechanisms.

e Challenges: Encrypted devices, remote wiping, locked devices, and the
vast amount of data stored (text messages, emails, photos, apps).

o Example: Investigators need to retrieve evidence from a suspect’s
smartphone, but the device is locked. Forensic tools can bypass the lock
screen and extract data for further analysis.

2. Mobile Operating Systems Overview

The two main mobile OS, Android and iOS, store data differently. Understanding
these differences is critical for mobile forensics.

e Android: Open-source and based on Linux, it provides greater flexibility in
terms of access. Data like contacts, messages, call logs, GPS data, and
photos are typically stored in SQLite databases and log files.

e i0S: Closed-source and more secure, iOS uses APFS (Apple File System)
for storage. iOS has strong encryption, but tools like Cellebrite and Oxygen
Forensics can be used for data extraction.

o Example: An Android phone may store messages in an unencrypted SQLite
database, making it easier to extract the data. In contrast, iOS might require
more advanced tools due to encryption.

e Lab Example:
o Task: Extract data from an Android phone.
o Steps:

1. Use ADB (Android Debug Bridge) to connect the device to
your computer.
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2. Access the device’s file system to extract logs, contacts, and
call records.

3. Analyze the data using Autopsy or similar forensic tools.

3. Mobile Device Data Acquisition

Physical Acquisition: This involves extracting raw data directly from the
device's storage. This is ideal for obtaining deleted files and unallocated
space.

Logical Acquisition: This involves extracting data available through the
mobile OS, such as contacts, messages, call logs, and media.

Cloud Acquisition: Many mobile devices sync data with cloud services like
Google Drive or iCloud. Forensic investigators can retrieve data from these
services if authorized.

Example: A forensic examiner uses physical acquisition to recover deleted
text messages that may have been intentionally erased by a suspect.

Lab Example:
o Task: Perform a logical acquisition of an iPhone using iTunes
backup.
o Steps:

1. Connect the iPhone to a computer and create an
unencrypted backup using iTunes.

2. Analyze the backup with iBackupBot or Cellebrite to extract
and analyze SMS, emails, and app data.

4. Analysis of Mobile Device Data

Once data is acquired, investigators need to analyze it for useful evidence.
Common mobile device data includes:

SMS and MMS: Text messages and multimedia messages.

Call Logs: Detailed information about incoming and outgoing calls,
including dates, times, and durations.

Geolocation Data: GPS data embedded in photos or saved by location-
based apps.

Application Data: Data from social media apps, messaging apps, and other
mobile applications.

Example: Investigating call logs can help track the movements of a
suspect, while geolocation data can pinpoint their exact location at a
specific time.
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e Lab Example:
o Task: Analyze SMS and call logs.
o Steps:

1. Extract SMS and call logs using Cellebrite or X1 Social
Discovery.

2. Look for messages or calls related to the incident under
investigation.

3. Correlate the timestamps and content with other evidence,
like GPS data.

Module Tips:
1. Investigating Windows Systems

o Tip: Windows systems generate a wide variety of log files and event logs
that can be useful in investigations. Learn how to access logs from the
Event Viewer, Registry, and Prefetch to gather information about system
activities.

e Example: In a case where a user is suspected of accessing confidential
files, examining the Windows Event Logs may show that the user logged
into the system at an unusual hour, and a review of the Registry can provide
information about recently accessed files.

2. Windows Registry Analysis

e Tip: The Windows Registry holds crucial information about system
configuration, user activities, and installed programs. Familiarize yourself
with tools like RegRipper and FTK Imager to extract valuable forensic
evidence.

o Example: When investigating a suspected insider threat, examining the
Registry might reveal traces of applications installed by the suspect or
unusual entries that could indicate tampering.

3. Investigating Linux Systems

o Tip: Linux systems have their own set of log files and forensic artifacts,
such as the /var/log directory and bash history. Understanding the Linux
file system and key logs can help uncover malicious activities.

e Example: In a Linux-based attack, reviewing the /var/log/auth.log file
might show failed login attempts or unauthorized sudo commands that
could indicate an attacker trying to escalate privileges.
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4. Linux File System Analysis

o Tip: Linux file systems (such as ext4) store metadata and logs that can
provide insights into system activities. Tools like Sleuth Kit and Autopsy
can help in analyzing Linux file systems and recovering deleted files.

e Example: Investigating a breach in a Linux environment might involve
analyzing file system structures to identify any files that were deleted or
modified, potentially by an attacker trying to cover their tracks.

5. File Carving Techniques

o Tip: File carving is a method used to recover files without the need for file
system metadata. When dealing with damaged file systems, PhotoRec and
Scalpel are effective tools for file recovery.

o Example: If you suspect that an attacker deleted key evidence, using file
carving tools might allow you to recover important files that were erased
during the attack.
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Module 12: Cloud Forensics

1. Introduction to Cloud Forensics

Cloud forensics involves the collection, analysis, and preservation of evidence
from cloud environments. Cloud computing has become a vital part of businesses
and individual data storage, making it an essential area in modern forensic
investigations.

e Cloud Service Models:

o laas$ (Infrastructure as a Service): Provides virtualized computing
resources.

o Paa$ (Platform as a Service): Provides a platform for developers to
build applications.

o Saas (Software as a Service): Provides software applications over
the internet.

o Example: A suspect uses a cloud-based service like Google Drive to store
illicit files. Investigators will need to extract and analyze data from the cloud
platform.

2. Cloud Storage and Data Retrieval

In cloud forensics, the data could be stored on remote servers, and accessing it
might require legal permissions or special tools provided by cloud service
providers.

e Accessing Cloud Data: Cloud services often provide APIs (like AWS SDK,
Google Cloud SDK) to access data. Investigators need to be familiar with
these interfaces and legal procedures.

o Data Retrieval Challenges: Data can be encrypted, distributed across
multiple servers, or deleted (intentionally or as part of a retention policy).

e Example: If a suspect uses cloud storage to host illegal content,
investigators must retrieve the files by contacting the cloud provider or
using APl access if possible.

e Lab Example:
o Task: Retrieve data from AWS S3 bucket using AWS CLI.

o Steps:
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1. Usethe AWS CLI to list all S3 buckets with the command aws
s3 ls.

2. Download suspicious files from the S3 bucket.

3. Analyze the files and metadata for potential evidence.

3. Cloud Data Analysis

Once cloud data is retrieved, it must be analyzed just like any other form of digital
evidence. Common cloud forensics analysis tasks include:

File System Analysis: Many cloud providers use file systems that support
metadata (file creation dates, last access times, etc.).

Log Analysis: Cloud services maintain logs that record user activities.
Analyzing these logs can help track access and changes to the data.

Data Correlation: Cloud data must be correlated with other available
evidence, such as logs, metadata, and user activity.

Example: Cloud logs may show that a user accessed sensitive data from a
different IP address than usual, which could suggest unauthorized access.

Lab Example:
o Task: Analyze logs from Google Cloud Platform.
o Steps:
1. Access the Google Cloud Console and retrieve activity logs.

2. Use Cloud Audit Logs to examine the user’s actions and
access times.

3. Look for anomalies, such as access from unexpected
locations or unauthorized services.

4. Legal and Ethical Considerations in Cloud Forensics

When conducting cloud forensics, it is essential to follow legal guidelines. Cloud
providers are often based in different countries, meaning investigators need to
understand international laws related to data privacy, jurisdiction, and cross-
border data access.

Legal Permissions: Cloud service providers require proper authorization
(e.g., subpoenas, search warrants) to release data to investigators.

Chain of Custody: Ensuring the integrity of the evidence is critical,
especially when data is hosted by third-party services.

Example: If an investigator obtains data from a cloud service without
proper authorization, the evidence may be inadmissible in court.
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e Lab Example:

o Task: Review a cloud provider's terms of service to ensure
compliance during data retrieval.

o Steps:

1. Access the cloud provider’s terms of service or privacy policy.

2. Review the procedures for obtaining user data under legal
circumstances.

3. Ensure all necessary legal permissions are in place before
proceeding.

Module Tips:
1. Mobile Device Forensics

o Tip: Mobile devices store valuable evidence in the form of text messages,
call logs, photos, and location data. Use tools like Cellebrite and Oxygen
Forensics to extract and analyze mobile device data.

e Example: In a criminal investigation, location data from a suspect's mobile
device might provide crucial evidence of their whereabouts during a crime.
Reviewing text messages or call logs can also reveal key communications
between the suspect and accomplices.

2. Investigating Mobile OS Artifacts

e Tip: Both iOS and Android have unique artifacts that forensic investigators
need to understand. iOS data might be stored in SQLite databases, while
Android data is often stored in content providers. Learn how to extract and
analyze these artifacts effectively.

o Example: When investigating an Android device, you might look into SQLite
databases containing app data or contacts. For iOS, extracting keychain

data can provide important information about app credentials and stored
passwords.

3. App Data Forensics

o Tip: Mobile apps often store valuable data locally, such as user
preferences, activity logs, and cached files. Investigating these app data
artifacts can provide insights into user behavior or unauthorized access to
sensitive information.
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o Example: In a case of data leakage, mobile app logs may reveal that the
app transmitted sensitive data to a third-party server without user consent,
which could indicate a privacy violation.

4. Mobile Application Log Analysis

o Tip: Mobile app logs can help investigators understand the sequence of
events that occurred on the device. Learn how to extract logs from both iOS
and Android applications to uncover suspicious activity.

o Example: In a malware investigation, analyzing the log files of an app might
show suspicious requests to external servers or the installation of
unapproved software.

5. Mobile Cloud Data Synchronization

e Tip: Many mobile apps sync data with cloud storage services. This can be
usefulin mobile forensics, as it provides additional evidence that might not
be available on the device itself. Learn how to retrieve and analyze cloud-
synced data from apps like Google Drive, iCloud, and others.

o Example: If you suspect that an individual was using a mobile device to
share illegal content, cloud synchronization data might show that the

content was uploaded to a cloud service, providing further evidence for
your case.

Lab Ideas:
Lab 1: Windows Registry Analysis

o Objective: Investigate evidence within a Windows Registry to identify
suspicious activities.

e Steps:
1. Use RegRipper to extract Registry data from a Windows system.

2. Examine the Registry entries for signs of unauthorized applications
or unusual system modifications.

3. Investigate any startup entries or user behavior traces that might
indicate an attack.

Lab 2: Analyzing Linux Log Files

e Objective: Review logs in a Linux system to identify signs of unauthorized
access.

e Steps:
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1. Examine the /var/log/auth.log and /var/log/syslog files for signs of
failed login attempts or unauthorized sudo commands.

2. Investigate the bash history for any suspicious commands executed
by a user.

3. Use Autopsy to analyze the Linux file system for deleted files that
may contain forensic evidence.

Lab 3: Mobile Device Data Extraction
e Objective: Extract and analyze mobile data from an Android device.
o Steps:

1. Use Oxygen Forensics or Cellebrite to extract data from a mobile
device.

2. Analyze the app data and call logs to identify suspicious activity.

3. Investigate any location data or text messages that could be
relevant to the investigation.

Lab 4: Mobile App Log Analysis

o Objective: Analyze log data from a mobile app to uncover signs of
malicious behavior.

e Steps:
1. Use a mobile forensics tool to extract app logs from a device.

2. Review logs for unusual API calls, external server connections, or
unauthorized data uploads.

3. Determine if any app behavior violates privacy or security guidelines.
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Module 13: Network Forensics

1. Introduction to Network Forensics

Network forensics is the process of capturing, recording, and analyzing network
traffic to uncover security incidents or malicious activities. It involves examining
data packets and understanding communication protocols to trace cybercriminal
activities, such as attacks or breaches.

Packet Capture: The process of capturing network traffic in real-time is a
core part of network forensics. Tools like Wireshark, tcpdump, and Snort
are commonly used.

Network Logs: Network devices such as routers, firewalls, and IDS
(Intrusion Detection Systems) generate logs that are critical for network
forensics investigations.

Example: A network forensic analyst investigates suspicious traffic
patterns on a corporate network. They capture packet data and examine it
for signs of unauthorized access or malware activity.

2. Key Tools in Network Forensics

The tools used in network forensics allow investigators to capture and analyze
network traffic to identify anomalies and uncover malicious activity.

Wireshark: A network protocol analyzer that lets investigators capture and
inspect data packets on the network.

tcpdump: A command-line packet analyzer, useful for capturing network
traffic in real-time.

Snort: An open-source intrusion detection system that inspects network
traffic for signs of suspicious activity.

Example: A forensic analyst uses Wireshark to inspect a packet capture of
suspicious network traffic that may indicate a DDoS attack.

Lab Example:
o Task: Capture and analyze network traffic using Wireshark.
o Steps:

1. Install Wireshark and start capturing packets on your local
network interface.
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2. Filter the captured traffic using display filters (e.g., ip.addr ==
192.168.1.1 to filter by IP address).

3. Analyze the captured packets to identify potential signs of
malicious traffic, such as unusual HTTP requests or data
exfiltration attempts.

3. Capturing and Analyzing Network Traffic

Network traffic analysis is a central part of network forensics. It involves capturing
packets and examining them to uncover suspicious activity such as unauthorized
access, malware infections, or data breaches.

TCP/IP Stack: Understanding how the TCP/IP stack works is essential.
Network traffic is usually transmitted in the form of packets, with each layer
of the stack adding additional information to ensure proper delivery.

Packet Analysis: Forensic investigators use packet analysis to track the
flow of data across a network, identify anomalous traffic, and extract
evidence.

Example: An analyst examines TCP packets to identify a pattern of data
exfiltration from an internal server to an external IP address.

Lab Example:
o Task: Analyze an HTTP request using Wireshark.
o Steps:
1. Capture packets while browsing a website.
2. Filterthe HTTP packets (http.request in Wireshark).

3. Review the HTTP GET/POST requests to determine what data
is being sent or received.

4. Identifying and Investigating Network Attacks

Network forensics is essential for identifying various types of network attacks,
such as:

DDoS (Distributed Denial of Service): A network is flooded with traffic to
disrupt normal operations.

Man-in-the-Middle (MitM): An attacker intercepts and potentially alters
communication between two parties.

Packet Injection: Malicious packets are injected into a network to disrupt
communications or exploit vulnerabilities.
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Example: Investigators use network traffic analysis to identify signs of a
MitM attack, such as unusual ARP (Address Resolution Protocol) replies or
SSL/TLS anomalies.

Lab Example:
o Task: Investigate a possible Man-in-the-Middle attack.
o Steps:
1. Capture network traffic using Wireshark.

2. Look forunexpected ARP replies and traffic anomalies, such
as SSL/TLS certificate errors.

3. Analyze the traffic for signs of an attacker intercepting and
modifying communication.

5. Legal and Ethical Issues in Network Forensics

Network forensics must be performed in a manner that respects privacy and
complies with legal regulations. Data captured during network analysis could
include sensitive personal information, which raises concerns about privacy
violations and legal risks.

Chain of Custody: Ensuring the integrity of network evidence is crucial,
especially if it’s to be used in legal proceedings.

Consent and Authorization: Network forensics must only be performed by
authorized personnel, and proper consent must be obtained when
necessary.

Example: Investigators must ensure that they do not violate the privacy of
employees when analyzing network traffic at a workplace.

Lab Example:
o Task: Ensure chain of custody in network forensics.
o Steps:

1. Document the capture process, including timestamps and
data sources.

2. Securely store the captured data in an evidence locker or
secure server.

3. Provide a clear, documented trail of who accessed the data
and when.
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Module Tips:
1. Web Application Architecture and Forensics

e Tip: Understanding how web applications are built is crucial for forensic
investigations. Key components like web servers, databases, and

application layers store logs that can provide insights into suspicious
activities.

o Example: Investigating a web application attack might involve analyzing the
access logs from a web server to identify unauthorized access attempts or
the use of specific SQL injection payloads.

2. Investigating Web Server Logs

o Tip: Web server logs (Apache, Nginx) provide crucial information about all
requests made to the web server, including HTTP status codes, request

URLs, user agents, and IP addresses. Analyzing these logs helps trace the
steps of an attacker.

e Example: In a website defacement investigation, the web server logs may
show a specific IP address accessing the administrative section and
uploading malicious content.

3. Investigating SQL Injection Attacks

o Tip: SQL injections can lead to data breaches by allowing attackers to
manipulate databases through web applications. Analyze error messages,
request payloads, and database logs to detect signs of SQL injection.

e Example: In an attack scenario, you might see error messages in web

application logs indicating failed SQL queries. These errors can point to the
use of SQL injection techniques.

4. Investigating NoSQL and Database Forensics

e Tip: NoSQL databases (e.g., MongoDB, CouchDB) and SQL databases
(e.g., MySQL, PostgreSQL) store critical data about web applications.
Understanding the database structure and extracting relevant logs is vital
for a thorough investigation.

o Example: ANoSQL database might store logs in JSON format, which you
can analyze to uncover suspicious queries or unauthorized data access

attempts. In an SQL database, you may find evidence of data manipulation
or unauthorized retrieval.

5. Web Application Firewall (WAF) and Database Protection

o Tip: Web Application Firewalls (WAF) are used to detect and block
malicious traffic. Review WAF logs for suspicious patterns or repeated
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attacks. In addition, database logs can provide insight into unauthorized
queries.

Example: A WAF log may indicate an IP address attempting to exploit an
SQL injection vulnerability. In parallel, database logs may reveal abnormal
queries that confirm the attack.
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Module 14: Malware Forensics

1. Introduction to Malware Forensics

Malware forensics involves the analysis of malicious software (malware) to
understand how it operates, how it infects systems, and how it can be mitigated or
removed. This process is critical in uncovering cybercrime activities, as malware is
often used to exploit vulnerabilities.

o Types of Malware: Viruses, worms, Trojans, ransomware, and spyware are
common types of malware.

e Analysis Process: The analysis process includes static analysis (examining
the code without execution) and dynamic analysis (running the malware in
a controlled environment to observe its behavior).

o Example: Investigators analyze a piece of ransomware that locks files on a
victim’s computer. By examining the malware’s code, they determine how it
encrypts files and look for ways to decrypt them.

2. Static and Dynamic Malware Analysis
Malware analysis can be divided into two primary types:

o Static Analysis: Involves examining the malware's code, structure, and
behavior without executing it. Tools like PEStudio and Hex-Rays
disassemble the malware for inspection.

o Dynamic Analysis: Involves executing the malware in a sandbox
environment to observe its actions, such as file modifications, registry
changes, network communication, and system calls.

o Example: Aforensic analyst performs static analysis on a malicious
executable to understand what system files it attempts to modify.

e Lab Example:
o Task: Perform static analysis on a malware sample.
o Steps:

1. Use PEStudio to analyze the executable’s properties (e.g.,
imports, strings, sections).

2. Look for suspicious patterns, such as suspicious imports or
calls to known malicious APls.
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3. Malware Behavior Analysis

After the malware is executed, the analyst tracks its behavior to understand its
impact on the system and network. The analyst monitors file system changes,
network traffic, and system resource usage.

e Example: Ransomware encrypts files on the victim’s machine and may also
try to connect to a command and control (C&C) server to send stolen data.

e Lab Example:
o Task: Analyze a piece of malware in a sandbox environment.

o Steps:

1. Setup a controlled environment using tools like Cuckoo
Sandbox.

2. Runthe malware and monitor its file, registry, and network
activity.

3. ldentify any suspicious processes or communication with
external servers.

4. Analyzing Malware with Memory Forensics

Memory forensics involves analyzing the volatile memory (RAM) of an infected
system to uncover malware artifacts. Tools like Volatility and Rekall are used to

perform memory dumps and analyze the contents of system memory for traces of
malware.

o Example: Aninvestigator recovers an encrypted key from memory, which is
used by a malware strain to decrypt files on the infected system.

e Lab Example:
o Task: Perform memory forensics on an infected machine.

o Steps:

1. Capture a memory dump from the target machine using tools
like WinPmem.

2. Analyze the memory dump using Volatility to locate
suspicious processes or artifacts.

3. Look for evidence of malware injection into system
processes.

5. Legal and Ethical Considerations in Malware Forensics
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Malware forensics also comes with legal and ethical challenges. Itis crucial to
handle the malware and evidence according to best practices to ensure the
integrity of the investigation.

Chain of Custody: Ensuring the malware sample and related evidence are
properly handled and documented.

Privacy Concerns: Malware may involve the exfiltration of sensitive or
personal data, so investigators need to avoid overreaching in their analysis.

Example: When analyzing malware samples, investigators must ensure
that they do not violate data privacy laws by accessing personal files
unrelated to the investigation.

Lab Example:
o Task: Document the chain of custody for a malware sample.
o Steps:

1. Record the collection process, including where and when the
sample was found.

2. Store the sample securely and record every instance of
accesstoit.

Module Tips:

1. Malware Analysis Process

Tip: Malware analysis begins with gathering malicious files from infected
systems and then analyzing them in a sandbox environment to understand
their behavior. Familiarize yourself with tools like Cuckoo Sandbox and
VirusTotal for initial analysis.

Example: In an investigation, you may receive a suspicious file. Running
this file through VirusTotal can help identify its signature and determine if
it's part of a known malware family. Then, analyzing itin a sandbox
environment can help observe its behavior without affecting the system.

2. Identifying and Extracting Malware Artifacts

Tip: Malware artifacts can include files, registry entries, network
connections, and system modifications. Use tools like Process Explorer
and Volatility to track the behavior of malware on infected systems.

Example: After a malware attack, you might find evidence of a backdoor by
examining network traffic and finding suspicious outbound connections to
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an unknown IP address. You can also use Volatility to analyze memory
dumps and extract malware-related artifacts.

3. Investigating Fileless Malware

Tip: Fileless malware doesn’t leave traces on the disk but operates in
memory, making it harder to detect. Investigate memory dumps,

PowerShell scripts, and network traffic to identify potential fileless
attacks.

Example: During an investigation, you might identify unusual PowerShell

commands in the event logs or memory dumps that suggest the presence
of fileless malware.

4. Incident Response Process

Tip: Incident response follows a systematic process, including identifying,
containing, eradicating, and recovering from the incident. Document
each step thoroughly and coordinate with other teams to resolve the issue.

Example: If an organization’s website is hacked, an incident response plan
might involve disconnecting the affected servers, identifying the exploit

used (e.g., SQL injection), fixing the vulnerability, and restoring services with
minimal downtime.

5. Malware Persistence Mechanisms

Tip: Malware often employs persistence mechanisms to survive system
reboots and antivirus detections. These can include modifying registry
entries, creating scheduled tasks, or injecting code into legitimate

processes. Understanding these techniques is key to fully removing
malware.

Example: After identifying malware on a system, you might find that it
creates a scheduled task to restart the malware every time the system

reboots. You can remove this by identifying and deleting the scheduled
task from the system.

Lab Ideas:

Lab 1:

Web Server Log Analysis

Objective: Investigate suspicious access patterns by analyzing web server
logs.

Steps:
1. Extract Apache or Nginx web server logs.
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2. Look for unusual request patterns (e.g., SQL injection payloads).

3. Identify suspicious IP addresses and investigate the nature of their
requests.

Lab 2: SQL Injection Attack Analysis

¢ Objective: Identify and simulate a basic SQL injection attack and its
potential consequences.

e Steps:
1. Create avulnerable web application with an SQL injection flaw.
2. Use Burp Suite or SQLMap to perform an SQL injection attack.
3. Analyze the web server logs to identify evidence of the attack.
Lab 3: Malware Analysis in a Sandbox

o Objective: Analyze a malicious file in a sandbox environment to determine
its behavior.

o Steps:
1. Obtain a suspicious file (e.g., from an infected machine).
2. Runthefile in a Cuckoo Sandbox and observe its behavior.

3. Review the results to identify any network connections, file
modifications, or registry changes made by the malware.

Lab 4: Malware Persistence Mechanisms
o Objective: Investigate and eliminate malware persistence mechanisms.
o Steps:
1. ldentify a persistent malware on a Windows system.

2. Analyze scheduled tasks, registry entries, and startup folder for
persistence mechanisms.

3. Remove the persistence by deleting or modifying the identified
entries.
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Module 15: Cloud Forensics

1. Introduction to Cloud Forensics

Cloud forensics is the practice of investigating and analyzing cloud-based
environments to identify and respond to security incidents. With the growing use of
cloud computing, forensic investigators must adapt their methods to handle the
unique challenges posed by cloud architectures, such as multi-tenancy, data
storage across geographic locations, and service model complexities (laaS, PaaS,
SaaS).

e Cloud Computing Models: Understanding the different service models of
cloud computing—Ilaas$ (Infrastructure as a Service), PaaS (Platform as a
Service), and Saa$S (Software as a Service)—helps forensic investigators
in selecting the right tools and techniques for analysis.

e Challenges: Cloud environments present challenges like data privacy
concerns, jurisdictional issues, and the lack of direct access to hardware.

e Example: Investigators are tasked with analyzing a cloud-hosted web
application after a data breach. They need to review logs, configuration
settings, and network traffic to determine the source of the breach.

2. Cloud Forensic Process

The cloud forensic process involves steps like evidence collection, data
preservation, analysis, and reporting. Forensics investigators need to understand
how to obtain evidence from the cloud without compromising its integrity.

e Evidence Collection: Collecting data from cloud service providers, such as
logs, images, and snapshots. Cloud providers may offer APIs to facilitate
this process.

o DataPreservation: Ensuring that the collected evidence is preserved in a
way that maintains its integrity.

e Analysis: Analyzing logs, network traffic, and user behavior to trace the
incident.

o Example: Aforensic analyst investigates a compromised SaaS application
by reviewing cloud service logs, authentication data, and possible user
accounts involved in the breach.

e Lab Example:

o Task: Collect logs from a cloud service provider (AWS).
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o Steps:
1. Loginto the AWS Management Console.

2. Use AWS CloudTrail to search and export logs of APl calls
made within the cloud environment.

3. Analyze the logs to detect suspicious API activity, such as
unauthorized access or data exfiltration.

3. Investigating Cloud Incidents

Investigating cloud incidents can be more complicated due to the distributed
nature of cloud environments. Investigators may need to collaborate with cloud
service providers and gather logs from various sources.

Service Provider Logs: Cloud providers may generate logs for system
activity, network access, and error messages. Access to these logs is
critical for analyzing the scope of an attack.

User Behavior: Investigating user actions and identifying unusual behavior
is a key part of cloud forensics.

Example: After detecting unusual activity in a cloud environment, an
analyst reviews login attempts, file access, and API usage logs to identify
the origin of the attack.

Lab Example:
o Task: Investigate an unauthorized login to a cloud account.

o Steps:
1. Review authentication logs for failed login attempts.

2. ldentify the IP address associated with the unauthorized
login.

3. Examine the cloud resource usage after the login to
determine what data or services were accessed.

4. Cloud Storage Forensics

Cloud storage forensics focuses on the data stored in cloud environments, which
may include documents, databases, and application data. Investigators need to
analyze stored data to identify any tampering, unauthorized access, or exfiltration.

File Integrity: Monitoring the integrity of stored files to detect any
unauthorized changes or deletions.

Versioning and Snapshots: Many cloud providers support file versioning,
enabling investigators to recover earlier versions of files if data is modified
or deleted.
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Example: An investigator looks at cloud storage to identify if any critical
documents have been altered or deleted by an attacker after gaining access
to the account.

Lab Example:
o Task: Analyze file versions and modifications in cloud storage
(Google Drive).
o Steps:

1. Access the file version history in Google Drive.

2. Checkfor changes made to the document, focusing on
modification times, who made the changes, and the content
of the revisions.

3. Revertto a previous version if necessary to gather evidence of
tampering.

5. Legal and Ethical Considerations in Cloud Forensics

Cloud forensics is subject to legal and ethical considerations. Since cloud
environments are often hosted in different countries, jurisdictional issues can
arise. Additionally, obtaining evidence from cloud service providers requires
following proper legal procedures, including obtaining subpoenas or court orders
when necessary.

Jurisdictional Challenges: Cloud data may be stored in multiple countries,
each with its own laws regarding data access and privacy.

Provider Cooperation: Cooperation from the cloud service provider is
essential to ensure that evidence is obtained lawfully.

Example: During an investigation into a cloud-based data breach, an
investigator needs to work with a cloud provider in another country, which
may require legal authorization.

Lab Example:
o Task: Investigate cloud data stored across multiple regions.
o Steps:

1. Identify the locations of cloud data based on the metadata
(e.g., AWS regions or Google Cloud zones).

2. Coordinate with the cloud provider to obtain access to the
data from the relevant jurisdictions.

3. Follow legal guidelines for international data transfer to
ensure compliance.
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Module 16: Forensic Reporting and
Presentation

1. Introduction to Forensic Reporting

A forensic report is a detailed document that summarizes the findings of a digital
forensic investigation. The report should include clear evidence, analysis, and
conclusions that can be understood by non-technical stakeholders, such as
lawyers, judges, or jurors.

Report Structure: A typical forensic report includes an introduction,
methodology, findings, analysis, and conclusions. It should also include
recommendations and any legal considerations.

Audience Considerations: The report should be tailored to its intended
audience. For legal purposes, it must be clear and precise, with all
conclusions supported by evidence.

Example: An investigator prepares a forensic report detailing a data breach
in a corporate network, outlining how the attack occurred, which systems
were compromised, and what data was stolen.

2. Key Elements of Forensic Reports

A well-structured forensic report includes the following key elements:

Executive Summary: A brief overview of the investigation, including the
incident's scope and the final conclusions.

Methodology: A detailed explanation of the steps taken during the
investigation, including evidence collection and analysis techniques.

Findings: Specific facts and evidence uncovered during the investigation,
such as logs, system activity, or malware signatures.

Conclusions: A clear explanation of what happened, the impact, and any
recommendations for remediation.

Example: In the report, an investigator includes evidence of unauthorized
access, detailing which files were accessed and how the attacker gained
entry.

3. Presenting Forensic Findings
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Presenting forensic findings involves explaining complex technical conceptsin a
way that is understandable to stakeholders without technical expertise. Presenting
forensic findings may also involve courtroom testimony or meetings with legal
teams.

e Visual Aids: Diagrams, charts, and timelines can help clarify the events and
make the findings more understandable.

e Clarity and Precision: The language used should be precise, and any
assumptions made during the investigation should be clearly stated.

o Example: During a court case, a forensic expert uses a timeline of events to
explain how an attacker accessed the victim’s system and stole data.

e Lab Example:
o Task: Prepare a forensic report on a data breach.
o Steps:

1. Compile all findings from the investigation, including log files,
network traffic data, and system events.

2. Organize the information into sections (Executive Summary,
Methodology, Findings, Conclusions).

3. Presentthereportto alegal team, ensuring thatit’s clear and
understandable.

4. Legal Considerations in Reporting

When preparing a forensic report, legal considerations must be taken into
account. The report may be used as evidence in legal proceedings, so it must be
complete, accurate, and defensible.

e Chain of Custody: The report must document the chain of custody for all
evidence collected during the investigation.

e Admissibility in Court: The report must adhere to legal standards to ensure
that it is admissible as evidence in court.

e Example: Areport on a cybercrime investigation must follow the proper
legal process to ensure that the evidence collected is admissible in court.

5. Ethical and Professional Standards in Forensic Reporting

Forensic professionals must adhere to ethical standards when preparing reports
and presenting findings. They should avoid bias and ensure that their reports are
based solely on the facts uncovered during the investigation.

o Impartiality: Forensic investigators should remain neutral and objective in
their findings, regardless of the outcome.
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Confidentiality: Sensitive information uncovered during the investigation
should be protected and shared only with authorized parties.

Example: A forensic report regarding a workplace data breach ensures that
no confidential employee information is disclosed improperly.
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